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Executive Summary

Additive manufacturing (AM, #£4#i1i#), commonly known as 3D printing (3D #7 El), refers
to production processes that create physical objects from digital models by adding
material layer by layer. Unlike traditional subtractive machining or tooling-intensive
molding and casting, AM offers unprecedented manufacturing flexibility, enabling a single
production system to rapidly produce components of widely different designs without
dedicated tooling or production-line reconfiguration. It can also realize complex
geometries and internal structures that are difficult or physically impossible to achieve
through conventional manufacturing techniques.

By compressing the cycle from design to physical part from weeks or months to hours or
days, AM enables rapid iteration and production at or near the point of need, reducing
dependence on conventional supply chains and logistics. These characteristics make it
particularly valuable in time-sensitive or supply-constrained environments, including
defense, disaster response, and other crisis conditions. Its industrial value stems from the
integration of software, advanced materials, precision machinery, and production data,
making it an important component of next-generation manufacturing and a powerful
accelerator of innovation.

Over the past three decades, AM has been incorporated into China’s industrial-policy
system and identified as a strategic industry, including through Made in China 2025 {+
[E#1i%2025) . Dedicated AM plans, provincial support programs, and high-level
documents such as the official outline of the recently concluded 14th Five-Year Plan
(FYP) have all emphasized the importance of AM. Chinese AM companies also benefit
from broader non-market measures favoring localization, scale, and domestic
substitution, and receive disproportionately high levels of state support relative to
competitors in OECD economies, including through subsidies, preferential financing, and
R&D support. The result is a significant distortion of competition, enabling rapid
expansion abroad while foreign firms face more constrained access to the Chinese
market. At the same time, it undermines the viability of new Western AM entrants and
reduces their ability to secure venture funding.

Against this policy backdrop, China’s AM industry now spans desktop 3D printers as well
as industrial systems for high-performance metal and polymer components. Over the past
several years, Chinese firms have rapidly expanded their global presence, with companies
such as Bambu Lab carving out a dominant position in mass-market hardware, while Xi'an
Bright Laser Technologies (BLT) and Farsoon Technologies have strengthened China’s
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position in advanced metal and polymer systems for aerospace and other high-value
sectors. This expansion is increasing Chinese influence across the AM value chain while
accelerating import substitution and shifting strategic manufacturing capacity and know-
how into more integrated domestic supply chains.

As AM production becomes increasingly concentrated within a China-controlled
ecosystem, risks related to intellectual property loss, technology transfer, and the security
of sensitive data become more consequential. This is especially important because 3D
printing is now a standard prototyping tool across many advanced industries, meaning
AM systems often handle early-stage designs and sensitive engineering data well before
products reach commercial production. Beyond prototyping, these systems also process
engineering drawings, material specifications, process parameters, software, and machine
settings that can embody years of R&D and provide a relatively direct path from digital
design to physical production. Unauthorized access can therefore shortcut development
and production cycles, facilitate reverse engineering, reduce costly trial-and-error, and
accelerate domestic substitution or replication of advanced manufacturing capabilities.

These risks take on added significance because of AM’s dual-use nature. Technologies
used in aerospace, medical, automotive, and energy applications can also support military
logistics, space systems, unmanned platforms, and weapons production. The reported use
of Bambu Lab printers in Ukrainian drone-related production and by the British Army
illustrates how commercially available systems can enter defense environments, raising
concerns around cloud connectivity, telemetry, firmware control, remote access, and
sensitive production data. In the context of military-civil fusion (FERRI#&), these
dynamics also create risks of technology diversion and the transfer of commercially
acquired capabilities into defense applications.

Taken together, these trends make China’s AM ecosystem a strategic concern not only
for industrial competitiveness, but also for supply-chain resilience, technology and
innovation security, intellectual-property protection, and Western national security.
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2. China’s Strategic Deployment of AM Across
Industries

Additive manufacturing is strategically important because it allows layer-by-layer
fabrication of complex parts, reduces tooling dependence, shortens iteration cycles,
enables lightweight structures and internal channels, and supports localized production
of hard-to-machine or low-volume components. In the Chinese policy statements, these
advantages are explicitly tied to aviation, aerospace, biomedicine, and other high-end
sectors where performance, supply security, and time-to-deployment matter.!

Critical Sectors:

Medical: Additive manufacturing is important in medicine because it enables
patient-specific implants and surgical hardware that more closely match individual
anatomy than standardized parts. Applications now span a wide range of tissue
types, including bones, joints, vascular and neural tissues, as well as patient-
specific medical models and personalized pharmaceuticals, helping reduce surgical
time and costs.2 China’s strongest public examples are Peking University Third
Hospital’s world-first 3D-printed artificial vertebra and China’s first approved 3D-
printed human implant.?

Energy: Additive manufacturing is important in energy because it enables large,
high-performance parts with complex flow paths and reduced machining burdens.
Chinese examples include Dongfang Electric’s use of robotic arc additive
manufacturing for a 500-megawatt impulse-hydropower runner* and Dongfang
Turbine’s use of 3D printing for hard-to-machine complex components in its G15
heavy-duty gas turbine.®

Telecommunications & Satellites: Additive manufacturing is valuable for this
sector because antennas, brackets, and payload supports benefit from lightweight

I EETAE BWER R, “OCTHRILIVE MG R R =178tk (2018-20204F) Fr#E A1,
August 28, 2018.

2 Chensong Dong, Marko Petrovic, and lan J. Davies, “Applications of 3D Printing in Medicine: A Review”, Annals
of 3D Printed Medicine, February 7, 2024.

“HEFEE AN 3DFTED N TAHEAARTE N F RIS =R B RFL)", June 15, 2016.

SHRITHML, “ATHEAER RS OV KIEE S S 475507, November 29, 2023.

S HRITHAERE RN, “RERHEAIE T EJTE >, July 10, 2024.

SAEHOREE,

4


https://new.tzxm.gov.cn/zckd/cyzc/202001/W020210102428342016158.pdf
https://doi.org/10.1016/J.STLM.2024.100149
https://news.pku.edu.cn/xwzh/129-294103.htm
https://dfem.dongfang.com/info/1412/3515.htm
https://dsxcl.dongfang.com/info/1075/1622.htm
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geometries and rapid design iteration. Recent materials development is also
expanding desktop AM into space applications: Czech companies Prusa Research
and TRL Space developed PC Space Grade Black for printing functional satellite
and CubeSat components.¢ China Space Technology reports that Egyptian satellite
MisrSat-2 used China’s first 3D-printed integrated large ultra-light star-sensor
bracket,” while the University of Electronic Science and Technology of China
publicized award-winning research on 3D-printed high-gain millimeter-wave and
terahertz lens antennas relevant to future communications hardware.?

Aerospace: Additive manufacturing is especially important in aerospace because
it reduces part count and weight while enabling large or integrated structures.
High-performance polymers such as ULTEM (PEl), PEEK, and carbon-fiber-
reinforced materials can replace metal in selected applications, with carbon-fiber-
reinforced PEEK delivering 40-60% weight savings while matching or exceeding
aluminum’s mechanical performance.” Northwestern Polytechnical University
reports that its laser solid forming technology produced the long titanium central-
wing edge member for the C919,° while the China Aerospace Science and
Technology Corporation’s Sixth Academy states that additive manufacturing has
been used on more than 40 liquid-rocket-engine models and over 240 typical
products supporting more than 50 launches and flight tests.!

Defense: The war in Ukraine has demonstrated AM’s value in rapid, distributed
production, particularly for drones and related components. Ukrainian volunteer
networks use decentralized 3D-printing capacity to supply frontline units with
mounts, sights, replacement parts, and other drone components on demand, while
adapting designs quickly to changing battlefield requirements.’? Interceptor
drones such as Wild Hornets’ Sting further illustrate how low-cost UAVs can be
produced and modified rapidly to counter larger loitering munitions.®® Together,
these applications bring production, adaptation, and replenishment much closer to

6 Prusa Research, “Prusament PC Space Grade Black - ESD Safe Material Suitable for Space Applications”,
September 25, 2025.

7 E AR E, ¢ CORIET s R sg , A TS PRSI ! ", December 4, 2023.

8 WP RHE RS, “IRIRMLAIRISAP2014 ‘w3’ 7, nd.

? Chenwei Shen, Yanbing Guo, Zhikang Shen, Fei Yan, and Ning Zhong, “Additive Manufacturing of Aerospace
Composites: A Critical Review of the Material-Process-Design Interplay and Prospects for Application”,
Materials, September 12, 2025.

O b TR 2E, “Padb Tl 55 235 A m AT A 3DFT BT RAE AL 25 43 i 3. 17, March 17, 2014.

WA ERURBHEER, “HiREHENBET103] B R il it G158 0k J 42527, December 13, 2021.

2 DrukArmy, “About Us”, n.d.

I3 Wild Hornets, “Ukrainian FPV Interceptor STING”, n.d.
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https://blog.prusa3d.com/prusament-pc-space-grade-black_121877/
https://www.cast.cn/news/7895
https://news.uestc.edu.cn/info/1005/10036.htm
https://www.mdpi.com/1996-1944/18/18/4280
https://www.mdpi.com/1996-1944/18/18/4280
https://news.nwpu.edu.cn/info/1002/25423.htm
https://www.spacechina.com/n25/n2014789/n2014809/c3400006/content.html
https://drukarmy.org.ua/en/about-us
https://wildhornets.com/fpv-perehoplyuvach-sting
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the point of need. China is developing similar capabilities: China Aero Engine
Corporation has flight-tested a micro-turbojet with more than three-quarters of
its weight produced through 3D printing for potential use in UAVs, target drones,
and loitering munitions,** while the PLA has demonstrated field units scanning
damaged drone parts and printing replacements locally to return aircraft to
service.’® Chinese AM capabilities also extend to large aircraft components and
repair of complex high-end equipment.t¢

1 e E A RS HURRIE R AR, “3DFT B[R fil e BT i R i A sl L 56 i i R R AT i3 D 7, November 17,

2025.

15 Ministry of National Defense of the People’s Republic of China, “Z & M%< | “Ec)7 TAE = KL”, March

20, 2026.

16 Northwestern Polytechnical University, “FHs 35 3 411510 2 & WA 78 e AHURN 42 a0 il i 187 i 4L,

May 18, 2015.
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AM in China’s Industrial Policy System

China’s interest in additive manufacturing began in the 1990s, when research on rapid
prototyping and related AM technologies were concentrated in a small group of
universities, including Tsinghua University (i& % K2%), Xi'an Jiaotong University (782238
1# K 2%), Beihang University (16 525 Wik K%2), Northwestern Polytechnical University
(M54 Tk K2%), and Huazhong University of Science and Technology (#£H R K 27).17
Foreign technology acquisition significantly contributed to this development. Kania and
Wood identify foreign design, forging, CNC, and 3D manufacturing technologies—
particularly laser additive manufacturing (LAM)—as inputs into China’s growing defense-
industrial capability at the time.!® This approach fits a longer-standing Chinese industrial-
policy model of “introduction, digestion, absorption, and re-innovation,” in which foreign
technology is acquired and adapted as an input into the development of indigenous
capabilities.??

These domestic research capabilities and foreign technology inputs were subsequently
incorporated into China’s broader industrial-upgrading agenda. Made in China 2025,
introduced in 2015, positioned AM within a broader drive toward intelligent
manufacturing, advanced equipment, industrial upgrading, and reduced dependence on
foreign core technologies.? This priority was then translated into Beijing’s first two
nationwide AM development plans: "[E S 84468 b & R HEE T £11(2015-20164F)"

(National Additive Manufacturing Industry Development Promotion Plan, 2015-2016)*

and  "HEAFHE PR BATEhTRI(2017-20204E)  (Additive  Manufacturing  Industry
Development Action Plan, 2017-2020).22

The 2024 Government Work Report further directed the state to “vigorously advance a
modern industrial system and accelerate new productive forces.” It also called for upgrading
industrial and supply chains, strengthening advanced manufacturing clusters, supporting
specialized firms, and improving standards and quality systems. AM fits this framework

17 Pan Xuesong, “An inside perspective on China’s thriving metal additive manufacturing industry”, Metal AM,
April 5, 2023.

18 Flsa Kania and Peter Wood, in William C. Hannas and Didi Kirsten Tatlow, eds., “China’s Quest for Foreign
Technology: Beyond Espionage”, Routledge, 2021, p. 228.

19 Karen M. Sutter, in William C. Hannas and Didi Kirsten Tatlow, eds., “China’s Quest for Foreign Technology:
Beyond Espionage”, Routledge, 2021, p. 58-60.

20 State Council of the People’s Republic of China, “[& 4% k¢ <1 E & (b [E#1iE2025) 1@ A1, May 19, 2015.
2TV AE BAGES, B S BERA f)aE ol  JEAEE LRI (2015-20164F) , February 28, 2015.

22 Ministry of Industry and Information Technology, “1 #1256 T E % (Bl b 2 4780tk (2017-2020
E) ) M@ A7, January 17, 2017.
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https://www.metal-am.com/articles/an-inside-perspective-on-chinas-thriving-metal-additive-manufacturing-industry/
https://www.routledge.com/Chinas-Quest-for-Foreign-Technology-Beyond-Espionage/Hannas-Tatlow/p/book/9780367473570
https://www.routledge.com/Chinas-Quest-for-Foreign-Technology-Beyond-Espionage/Hannas-Tatlow/p/book/9780367473570
https://www.routledge.com/Chinas-Quest-for-Foreign-Technology-Beyond-Espionage/Hannas-Tatlow/p/book/9780367473570
https://www.routledge.com/Chinas-Quest-for-Foreign-Technology-Beyond-Espionage/Hannas-Tatlow/p/book/9780367473570
https://www.ndrc.gov.cn/xxgk/zcfb/qt/201505/t20150520_967388.html
https://www.ndrc.gov.cn/xxgk/zcfb/qt/201505/t20150520_967388.html
https://www.ndrc.gov.cn/xxgk/zcfb/qt/201505/t20150520_967388.html
https://www.miit.gov.cn/jgsj/zbys/jxgy/art/2020/art_d8fd08f5fb624546b7d3a85bb8e315d9.html
https://new.tzxm.gov.cn/zckd/fzgh/201901/t20190117_1261898.shtml
https://new.tzxm.gov.cn/zckd/fzgh/201901/t20190117_1261898.shtml
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because it links high-end equipment, advanced materials, industrial software, quality
control, and application-specific production knowledge.?

The IMF estimates that the People's Republic of China (PRC) devoted the equivalent of
around 4.4% of GDP to industrial-policy support in 2023, encompassing cash subsidies,
tax benefits, subsidized land, and preferential credit.2* Similar OECD analysis highlights
China’s outsized use of such support, finding that Chinese firms received on average three
to eight times more subsidies than firms in OECD economies between 2005 and 2024,
with below-market borrowing playing an especially important role.?> The European
Commission also identifies significant state influence over capital allocation, including
targeted financing, special funds, procurement, and technology-upgrading programs
under initiatives such as Made in China 2025. Together, these measures can reduce
financing constraints and accelerate investment in strategically important manufacturing
technologies, including additive manufacturing.2

This national policy framework is reinforced at the provincial level. Jiangsu's “Additive
Manufacturing Industry Three-Year Action Plan (2018-2020)” supported key technology
breakthroughs, equipment and component R&D, commercialization, and industrialization
through national R&D programs, demonstration policies, financing instruments, and
capital-market access.?? Guangdong—China’s largest laser and AM industry cluster and
a major hub for desktop 3D-printer companies such as Shenzhen-based Bambu Lab—
similarly adopted an “Action Plan for Cultivating Strategic Emerging Industry Clusters of
Laser and Additive Manufacturing (2021-2025)", targeting industrial scale, innovation,
key technologies, and development of a more complete domestic value chain.?® Together,
these measures show how national AM priorities are translated into layered local support
that lowers the cost and risk of moving from research to commercial production. This
process is further reinforced by market-access conditions, including localization
requirements, joint ventures, procurement rules, and other commercial arrangements

23 National Development and Reform Commission, “ (EURF T/ER %Y (432 ”, March 20, 2024.
24 Garcia-Macia, D., Kothari, S., & Tao, Y. “Industrial policy in China: Quantification and impact on misallocation”
(IMF Working Paper No. 2025/155). International Monetary Fund, 2025.
25 Sauvage, J., “Industrial subsidies hit USD 108 billion and reshape global competition”, Organisation for Economic
Co-operation and Development, June 1, 2025.
26 European Commission, “Commission Staff Working Document on Significant Distortions in the Economy of the
People’s Republic of China for the Purposes of Trade Defence Investigations”, 10 April 2024.
27 Jiangsu Provincial Economic and Information Commission et al., “V1 7524 W6 b fill it 7=l & Jig — =47 sl it &

(2018 - 20204E) ", August 28, 2018.
28 Guangdong Provincial Department of Science and Technology, “J 7= 44 55 5 J0t6 5 B A4 ] 18 il I 2 3 2 2= 1 £
FEATENTRR (2021 - 20254F) K|f#", December 8, 2020.
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https://www.ndrc.gov.cn/fzggw/jgsj/zys/sjdt/202403/t20240320_1365089.html
https://doi.org/10.5089/9798229017855.001
https://www.oecd.org/en/blogs/2026/06/industrial-subsidies-hit-usd-108-billion-and-reshape-global-competition.html
https://ec.europa.eu/transparency/documents-register/detail?ref=SWD(2024)91&lang=en
https://ec.europa.eu/transparency/documents-register/detail?ref=SWD(2024)91&lang=en
https://new.tzxm.gov.cn/zckd/cyzc/202001/W020210102428342016158.pdf
https://new.tzxm.gov.cn/zckd/cyzc/202001/W020210102428342016158.pdf
https://gdstc.gd.gov.cn/zwgk_n/zcfg/zcjd/content/post_3145419.html
https://gdstc.gd.gov.cn/zwgk_n/zcfg/zcjd/content/post_3145419.html
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that have historically encouraged the transfer of foreign know-how and the development
of domestic supplier capabilities.??

China’s 14th Five-Year Plan explicitly identified additive manufacturing as a priority area
for development, reflecting its strategic role within the country’s advanced-
manufacturing agenda.’® According to the Ministry of Industry and Information
Technology (MIIT) Equipment Industry Development Center, China’s AM industry grew
from RMB 20.8 billion in 2021 to RMB 70 billion in 2025, ranking first globally in
consumer-grade equipment output and second in overall scale. The sector includes more
than 2,000 specialized firms, around 250 above-scale enterprises, and over 60 national-
level “Little Giant” companies. Domestic capabilities have also strengthened, reaching
95% for specialized materials and nearly 70% domestic market share for fiber lasers, while
applications have expanded across aerospace, medical, consumer electronics,
automotive, low-altitude equipment, and humanoid robotics.!

Creality, one of the leading desktop 3D-printer manufacturers, illustrates how China’s
broader industrial-policy framework translates into firm-level support. The company’s
revenue rose from RMB 1.88 billion in 2023 to RMB 3.13 billion in 2025, while it was
recognized as a national-level “Little Giant” enterprise and subsequently as a “Key Little
Giant.” Its prospectus also records government grants of RMB 34.6 million in 2023, RMB
10.1 million in 2024, and RMB 16.3 million in 2025, supporting operations, R&D, and
talent recruitment, alongside VAT refunds and preferential tax treatment for advanced-
manufacturing enterprises.®? BLT illustrates another layer of support: its 2024 annual
report records project-specific subsidies for metal AM equipment, aerospace
applications, technology upgrading, and localization of key components, linking state
support directly to the build-out of dual-use industrial capacity and import substitution.3?

The industrial-policy model is therefore cumulative: national policy defines AM as
strategic, provincial plans build clusters, standards, financing, and demonstration
applications, while firm disclosures show support for industrialization, R&D, and
localization. For the 15th Five-Year Plan (2026-2030), MIIT’s Equipment Industry
Development Center targets an industry scale above RMB 150 billion, with priorities

29 Karen M. Sutter, in William C. Hannas and Didi Kirsten Tatlow, eds., “China’s Quest for Foreign Technology:
Beyond Espionage,” Routledge, 2021, p. 60-64.

30 State Council of the People’s Republic of China, 1 A &I Al AT A2 K e 2T PUAS FAFE LRI A1 2035
e H RN EE”, March 13, 2021.

31 MIIT Equipment Industry Development Center, “ il i& 5 [HyE B sl g M HE - IR %565
T REEE”, January 8, 2026.

32 Shenzhen Creality 3D Technology Co., Ltd., “Global Offering Prospectus”, Hong Kong Stock Exchange, May 29,
2026.

33 Xi'an Bright Laser Technologies Co., Ltd. (BLT), “2024 Annual Report”, April 29, 2025.
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https://www.routledge.com/Chinas-Quest-for-Foreign-Technology-Beyond-Espionage/Hannas-Tatlow/p/book/9780367473570
https://www.routledge.com/Chinas-Quest-for-Foreign-Technology-Beyond-Espionage/Hannas-Tatlow/p/book/9780367473570
https://www.gov.cn/xinwen/2021-03/13/content_5592681.htm
https://www.gov.cn/xinwen/2021-03/13/content_5592681.htm
https://www.miit-eidc.org.cn/art/2026/1/8/art_1723_12032.html
https://www.miit-eidc.org.cn/art/2026/1/8/art_1723_12032.html
https://www1.hkexnews.hk/listedco/listconews/sehk/2026/0529/sehk26030901313.pdf
https://static.cninfo.com.cn/finalpage/2025-04-29/1223473177.PDF
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including high-performance materials, core technology autonomy, Al integration,
intelligent manufacturing, regional coordination, and supply-chain resilience.?* Although
AM is not mentioned explicitly, it intersects with advanced materials, industrial software,
Al, high-end equipment, supply-chain security, and intelligent manufacturing. This
suggests that AM is becoming embedded within a wider advanced-manufacturing
system.®>

Across the region, AM is likewise increasingly treated as a strategic manufacturing
technology, although national priorities differ. Japan’s 2025 industrial strategy sets an
explicit target of increasing its share of the global metal-AM market from below 10% to
20% by 2040, while expanding its use in aerospace and other high-value manufacturing
sectors.? India’s 2022 National Strategy presents AM as a technology with the potential
to reshape industrial production through digital design and engineering, while promoting
indigenous technologies, local supply chains, skills development, and reduced
dependence on imported capabilities.?” Taiwan links intelligent metal AM more directly to
civil-military technology development and defense-industrial resilience,®® while also
seeking to strengthen diversified, “non-red” supply chains that reduce reliance on PRC-
linked suppliers and connect domestic firms more closely with international partners.??

The regional comparison indicates that the key difference lies not in strategic interest in
AM itself, but in the scale and integration of the system supporting it. What matters,
therefore, is less whether China leads in every AM technology than whether the Party-
state can coordinate materials, software, equipment, finance, standards, certification,
industrial clusters, and downstream users into a self-reinforcing ecosystem. The available
evidence suggests that this is the direction of Chinese policy. The resulting distortion
affects not only established Western manufacturers, but also the formation of new firms:
if Chinese state-supported scale and pricing undermine the economics of market entry,
they also make Western AM startups harder to finance. The risk, therefore, is not only
erosion of the existing Western production base, but a gradual concentration of the next
generation of AM companies and capabilities in China.

34 MIIT Equipment Industry Development Center, op. cit.
33 Michael Petch, “China’s 15th Five-Year Plan: What It Means for Additive Manufacturing in China and What Has
Changed Since 2021", 3D Printing Industry, March 31, 2026.

36 Ministry of Economy, Trade and Industry of Japan, “FY2025 Vision for the Machine Parts and Tooling
Industries Formulated”, March 28, 2025.
37 Press Information Bureau, Government of India, “National Strategy on Additive Manufacturing”, February 24,

2022.

38 Ministry of National Defense, Republic of China (Taiwan), “2025 National Defense Report”, 2025.
39 Ministry of National Defense, Republic of China (Taiwan), “Securing Defense Supply Chain”, 2025.
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https://www.meti.go.jp/english/press/2025/0328_003.html
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4. AM Integration into China’s Defense Industrial Base

Like other emerging technologies, AM is being widely adopted by major global military
powers. The PRC is no exception to the trend. The People’s Liberation Army (PLA) and
Chinese defense conglomerates utilize AM to manufacture components for military
aerospace use,* on-battlefield 3D printing of weapons parts*! as well as for on-board
reparation of damaged warships while deployed at sea.*> The Chinese government's
recognition of AM’s dual-use potential led to significant investment and support for R&D,
effectively blurring the line between its civilian and military side.

First link between the civilian AM research and the PLA date back to 2001, when research
into titanium alloy laser rapid forming was sponsored by the predecessors of the
Equipment Development Department of Central Military Commission (Z Z5%5 4% & & i)
and State Administration of Science, Technology and Industry for National Defense
(SASTIND, [EPBLE}TJF). These two institutions are PLA-linked civilian governmental
bodies tasked with defense procurement and military R&D.*? The state support bore fruit
and led to one of the first major successes of Chinese AM around 2012, when the
research team headed by Wang Huaming (£ 4£8H) produced world's largest 3D printed
titanium aircraft component.** The team’s achievement was rewarded by the prestigious
State Technological Invention Award (E &+ R & 1 2%) and, arguably, brought the central
government’s attention to AM.*5

In 2015 and 2017, respectively, Beijing issued its first two nationwide AM development
plans: (B IR s P b & R HEHE TR (2015 - 20164F) ) and (343 2l & B AT
itk (2017 - 20204E) ) .These plans explicitly highlighted a need for the military
application of technological breakthroughs achieved through AM. While the 2015 plan
specifically targeted national defense aerospace projects,* the 2017 plan demanded the
“vigorous" application of AM across defense industry as well as the accelerated

40 Eric Anderson, “Additive Manufacturing in China: Aviation and Aerospace Applications (Part 2) “, May 9, 2013.
41 SCMP, “China’s military tests remote 3D printed parts and drone delivery for battlefield: report“, December 27,
2024.

42 Global Times, “ [E SG AT L % 3DFT I 75 i ki) nT Al R $E HAE A7 ¢, January 8, 2015.

43 China Aviation News, “r [5 1 @1 3DFT E[1 ik CHLER & 4 K K TR, January 21, 2013

44 Eric Anderson, “Additive Manufacturing in China: Aviation and Aerospace Applications (Part 2) “, May 9,

2013 ,1, 3-4.

45 Eric Anderson, “Additive Manufacturing in China: Threats, Opportunities, and Developments (Part 1) “, May 1,
2013, 2-3.

46 Cyberspace Administration of China, “[E Z¢ 38 4 fill i 7=l & e e F &Il (2015-20164F) “, March 2, 2015, 3, 15.
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development of dual-use technology under the framework of Military-Civil Fusion policy
(MCF, Rt &)

MCEF aims to boost the PRC’s economic and military power through maximizing ties and
cooperation between civilian and defense R&D.* Overseen by SASTIND, the policy
connects at least 60 civilian universities with the PLA and defense companies through
on-campus defense laboratories. MCF grants military bodies a cover which gives them
access to civilian talent and know-how. The policy also allows them to engage in foreign
exchanges or in rare cases to conduct espionage and cyberattacks.*

After the US sanctioned multiple MCF-affiliated entities, overt mentions of defense-
related work became much rarer in governmental, business, and academic documents.>°
Nonetheless, links between Chinese AM companies and the PLA persist, as demonstrated
by the following examples.

47 China Association of Automobile Manufacturers, “J¢T-E1 & (3R il =l & A7 8k (2017-20204E) ) 1)
i# %", December 15, 2017.

48 Audrey Fritz, “The foundation of innovation under military-civil fusion: The role of universities”, Sinopsis,
October 8, 2021.

49 Alex Joske, The China Defense Universities Tracker, November 25, 2019, 4, 9-10, 12, 25-26.

%0 Aaron McNicholas, “China’s Military-Civil Defusion®, September 22, 2024.
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When the PLA Is Always Just a Step Away: the MCF
Ecosystem Case Study

5.1. NORINCO

The giant defense conglomerate NORINCO Group, which operates its own Additive
Manufacturing Technology Research and Application Center (7 [E 5 #& Tl & H7
ARBFFEN A F L), perfectly embodies the MCF state-academia-business nexus. The
center is funded by a defense SOE and their academic partners include not only
a SASTIND supervised university, but also the Nanjing University of Science and
Technology (Fd 5 # 1. k%), which is part of the Seven Sons of National Defense ([E B}
+).51 These, together with the Seven Sons of National Arms Industry (f=.-t5F) are the
most deeply embedded civilian universities in the Chinese defense sector.>2

NORINCO's AM research center is led by Xu Hong (#:%%), who has headed more than 30
defense-related research projects, including programs for SASTIND, the Central Military
Commission Science and Technology Commission, and the CMC Equipment
Development Department. His work spans additive manufacturing, advanced materials,
and equipment development, and he has received multiple national-defense science and
technology awards.>® Xu framed the center's commercialization logic explicitly in 2016,
stating that “3D printing + traditional manufacturing has already demonstrated its
strengths in the weapons sector, and it will also become a ‘sharp sword’ in the civilian
sector.”>*

That logic remains visible in Beifang Hengli Technology Development Co. (b5t 518 F]
R kAR AT), the center's lead organization, which opened a new Xiong'an
production base in 2025 for industrial AM equipment serving defense, aerospace,
automotive, and other sectors.** Xiong’an authorities are simultaneously building an AM
ecosystem spanning R&D, pilot production, industrialization, and supplier development,

51 3D Printing World, “3D3T EV S 272 T2 1w (] ST Tl b 3 F AT 78 821 o0 42 5048 2, October 14, 2015,
52 Alex Joske, The China Defense Universities Tracker, November 25, 2019.

53 School of Material Science and Engineering, 14:%%, March 26, 2010.

4 3D Printing World, “fEFIFH . #8504 [E 75 2 4 13DFT Ep4k”, July 18, 2016.

55y ERRTE, Aty TER I A e, RS e Y, April 19, 2025.
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bringing defense-linked capabilities into closer contact with civilian firms, research teams,
and local industrial policy.>¢

5.2. BLT

BLT (Xi'an Bright Laser Technologies, #17j%F) is China's largest metal AM company®’
which focuses on industrial metal AM. Unlike NORINCO, its English website gives the
impression of a purely civilian enterprise, containing merely one subtle and possibly
accidental mention of the fact that the company provides services to clients in the
defense sector.5® However, upon closer examination, multiple ties to the PLA emerge.

First, BLT's founder and chairman Huang Weidong (35 T2 %<) works as a professor at the
Northwestern Polytechnical University (NPU, 75 T.°K), which is among the Seven Sons of
National Defense. Even among the Seven Sons, NPU has particularly strong links to the
defense sector. For example, in 2017, 41.3% of NPU graduates ended up working in
defense.’”” Huang also directs NPU's State Key Laboratory of Solidification Technology
(Ve [ 5 AR 4 [H 5 5 5256 =), which according to its website assists in the development and
manufacturing of national defense equipment.¢°

Aside from having personal links to MCF-linked institutions, Chinese consultancy AVIC
Securities also describes BLT as a participant in key national defense programs and
SASTIND commissioned projects.¢! Finally, the company’s Chinese language website
mentions partnership with SASTIND supervised company (7% i K &K EHLA R 2 7] )62
and the PLA Air Force Medical University (75 % 4. [’x K %%).63 Despite its civilian image, BLT
seems to be interlinked with the MCF ecosystem in similar ways as NORINCO’s AM
research center.

This institutional overlap also complicates attempts to firewall civilian cooperation from
military applications, particularly where the same firms, laboratories, universities, and

%6 Xiong'an New Area, “A k223 40X A747" ”, November 11, 2025.
57 AMPulse, “BLT reports 2025 revenue growth amid ongoing SEC investigation for disclosure violations“, May 1,

2026.

8 BLT,

“110 Units of Systems, BLT Reveals 3D Printing Innovation Power®, July 10, 2018.

5?7 Alex Joske, The China Defense Universities Tracker, November 25 2019, 6-7.
60 State Key Laboratory of Solidification Processing, “S256 = #/1.°, n
61 Avic Securities, “411 /74 (688333. SH) VR/EHE:  EHNMHE ﬂnj:i)ﬁl'%?HJL%jL“ June 29, 2021, 8.

$2BLT,

2021.
¢ BLT,
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https://web.archive.org/web/20260716130353/https:/www.xa-blt.com/news/%E9%93%82%E5%8A%9B%E7%89%B9%E5%8F%82%E4%B8%8E%E9%A1%B9%E7%9B%AE%E8%8D%A3%E8%8E%B7%E9%99%95%E8%A5%BF%E7%9C%81%E7%A7%91%E5%AD%A6%E6%8A%80%E6%9C%AF%E5%A5%96%EF%BC%8C%E5%8A%A9%E5%8A%9B%E5%8F%A3%E8%85%94/
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personnel participate across both ecosystems.®* Regardless of its apparent proximity to
the Chinese defense sector, a few cutting-edge European tech companies still cooperate
with BLT, including Siemens® and Airbus,* which even runs a trilateral joint R&D effort
with BLT and NPU. Against the backdrop of the Pentagon recently banning all Chinese
AM hardware and software from defense procurement over security concerns, these
partnerships might turn out to be problematic in future.¢’

5.3. Bambu Lab

Although industrial-grade AM companies (such as BLT) produce the most sophisticated
form of the technology, it has been the entry-level 3D printers that have driven the
sector's growth lately. Chinese companies dominate this segment, reportedly holding
over 90% market share in 2025.¢¢ The market is also highly concentrated: in the first
quarter of 2026, Bambu Lab, Creality, Elegoo, and Anycubic collectively accounted for
88% of global entry-level shipments.? While it only takes a computer and a few hundred
euros to operate the entry-level printers, they still have a significant dual-use potential.
3D-printed guns, weapon components, and drones are now a common sight at the
battlefields in Ukraine, Yemen,”” and Myanmar.”? This combination of market
concentration and dual-use diffusion increases the significance of vendor-controlled
software, authentication, and cloud infrastructure as entry-level printers move further
into professional prototyping and distributed production.

64 Elsa Kania and Peter Wood, in William C. Hannas and Didi Kirsten Tatlow, eds., “China’s Quest for Foreign
Technology: Beyond Espionage”, pp. 228-230. Routledge, 2021.
65 BLT, “BLT and Siemens Join Forces to Drive Forward the Development of Metal Additive manufacturing, open

a new chapter of strategic cooperation®, May 15, 2023.

66 BLT, “From Supplier to Joint R&D Partners, BLT to gether with Airbus Enter a New Era of Aerospace
Application with Metal Additive Manufacturing”, December 27, 2018.

67 Anier Tenorio Lara, “U.S. blocks additive manufacturing systems tied to China, Russia, Iran, and North Korea
from defense procurement®, January 6, 2026.

68 Context, “Quarterly Industrial 3D Printer Shipments Rebound Amid Continued Record-Breaking Entry-Level
Growth®, April 15, 2026.

69 Context, “Quarterly Global Industrial 3D Printer Shipments Surge on the Back of Strong Defence and 3C Sector
Demand", July 9, 2026.
70 Michael Horton, “Yemen’s drone doom loop: A model of instability for fragile states Yemen’s drone doom loop:

A model of instability for fragile states”, November 17, 2023.
7T Manuel Nicola Primitivi, “Anti-Junta Rebels Resort to 3D-Printed Weapons in Myanmar*, June 5, 2024.
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At the very top of the desktop printer food chain sits the Shenzhen-based Bambu Lab (5
7T1), which holds 37% of the global market.”2 The company was founded by five engineers
who previously worked for DJI, a leading drone manufacturer,”? which is designated by
the Pentagon and American courts as a MCF-linked company.’* The same goes for one of
Bambu Lab's first investors IDG Capital”> which the US classified as a military-linked
enterprise for almost a year before removing it from the list.7¢

Additionally, Bambu Lab established the "2026 Alma Mater Fund" (2026 £} 3£ 4:), which
supports the universities attended by firm's employees. Out of the ten universities, six
are supervised by SASTIND.”” Amongst them is the Harbin Institute of Technology (HIT,
5 1K) one of the Seven Sons of National Defense. Given that 36,5% of HIT graduates
end up working in defense,’® it is reasonable to assume that personal connections exist
between the current Bambu Lab staff and their former classmates working in MCF linked
entities.

Finally, at least three of Bambu Lab's Chinese distributors provide services to clients in
the defense sector”? such as the SOEs that produce PLA military aircraft® or run the PRC
space and missile programs.t! One of them also supplies the National University of
Defense Technology ([E B FH3 K 2%), which is directly subordinate to the CCP’s Central
Military Commission (CMC).82

Bambu Lab printers have also been used by the U.S. Air Force,?? the British Army,2* and,
increasingly, Czech defence institutions. In 2023, the Ministry of Defence purchased
aBambu Lab X1 Carbon for the 102nd Reconnaissance Battalion to support the

72 Context, “Quarterly Industrial 3D Printer Shipments Rebound Amid Continued Record-Breaking Entry-Level
Growth“, April 15, 2026.

73 BrandsFactory, “ig i ld £ M5 ZEL G, 778 Bambu LabZ 147 52, June 18, 2024

74 Mike Scarcella, “Drone maker DJI loses lawsuit to exit Pentagon's list of firms with Chinese military ties®,
September 26, 2025.

75 1DG, IDG Capital, n.d.

76 Private Equity Wire, “IDG Capital removed from Pentagon’s Chinese military ties list“, December 18, 2024.
77 GRTRTE, G R O LRI 1400, 20255 E I U ALY, January 28, 2026.

78 Alex Joske, “The China Defense Universities Tracker”, November 25, 2019, 7.

79 GYD 3D, “MIFBEEAF B TR 4T EY,  3DFT B A e B A 2 it R 587 2 1, May 22, 2025.

80 JBEOS, “Ze &t AT (FZE THIEAT) 5 B R T %Y n. d.

8l GBI, “WiFzE: SEEE, nd.

82 Hunan Today, “(EﬂﬁzL HRAES IR SR I R, March 13, 2026.

83 Alex Tyler Jones, “USAF Leverages Bambu Lab 3D Printers for Attack Drone Maintenance®, February 27, 2025.
84 Ada Shaikhnag, “MOD Probes Security Risks of Chinese 3D Printers in Military Exercises®, April 30, 2026.
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“acceleration of repairs of materiel and equipment.”® In 2024, it acquired another X1C
for “minor repairs, production of prototypes, equipment accessories and fixtures.”s¢ The
Ministry also procured Bambu Lab equipment for the University of Defence’s Faculty of
Military Technology to “develop capabilities and knowledge in additive technologies,”
including 3D printing and improving the properties of printed parts.8”

Unlike its industrial-level counterpart BLT, Bambu Lab is likely not directly linked to
China’s defense sector. However, it operates within a broader Chinese technology
ecosystem in which MCF-linked institutions and actors are often closely connected to
commercial innovation. Given the dual-use nature of Bambu Lab’s products, this
proximity does not in itself establish a defense relationship, but it does make the
company’s growing presence in Western military environments increasingly sensitive.
Fears of potential cooperation between the company and Chinese authorities is the
reason why the British MoD currently conducts a security inquiry into Bambu Lab printers
used by the British Army.s8

85 Hlida¢ statu, “Nakup 3D tiskarny a gravirovaciho stroje s pfislusenstvim”, November 3, 2023.
86 Hlidac¢ statu, “NS 229800 - 3D Tiskarny”, October 29, 2024.

87 Hlida¢ statu, “24041/2024-SED - Nakup 3D tiskarny a pfislusenstvi”, July 8, 2024.

88 Ada Shaikhnag, op. cit.
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Cyber Espionage and China's Pursuit of
Technological Advantage

Cyber espionage is one of the principal instruments through which the PRC pursues
technological self-reliance and competitive advantage, closely coupled with published
industrial policy. For over a decade the Ministry of State Security (MSS) and, since 2015
to a lesser extent, the People’s Liberation Army (PLA) have sponsored or directed
intrusions to acquire foreign intellectual property and strategic information. The seminal
2013 Mandiant APT1 report first tied a PLA-affiliated unit's targeting directly to China's
12th Five-Year Plan.?? Analysts have since continued to characterize state-aligned cyber
espionage as a means of accelerating development in sectors Beijing considers
strategically important.?°

The line between state direction and private contracting is diminishing. The leaked
materials from the contractor i-Soon revealed a commercial “APT-as-a-service” business
model,’* and groups such as APT41 blend espionage with financially motivated
cybercrime.?2 U.S. Cybersecurity and Infrastructure Security Agency (CISA) assessed in
2020 that PRC actors continue to pursue intellectual property and personal data to
advance the country's competitive position.?® The activity and focus of Chinese state-
linked threat actors has only increased.

China's Five-Year Plans (FYPs) are the country's principal economic-policy guidance, and
threat-intelligence practitioners increasingly treat them as a leading indicator of future
cyber targeting: cyber-enabled IP theft has repeatedly followed declared FYP priorities
within a few years of publication.?

e 12th FYP (2011-2015): Mandiant found that APT1 targeted at least four of
the seven strategic emerging industries identified in the plan.?

e 13th FYP (2016-2020): Beijing prioritized 5G development and
commercialization; China-linked cyber-espionage groups subsequently

82 Mandiant, “APT1: Exposing One of China’s Cyber Espionage Units”, 2013.

%0 Jack Evans, “Wondering Where China’s Cyber Effort Will Go Next? Just Read the Five-Year Plan”, The Strategist
(ASPI), 2026.

1 CybelAngel, “Cyber Espionage and APTs: Chinese Threat Groups in 2026”, April 26, 2026.

22 Google Cloud Blog (Mandiant), “APT41, A Dual Espionage and Cyber Crime Operation”, August 7, 2019.

73 CISA, “Potential for China Cyber Response to Heightened U.S.-China Tensions” (Advisory AA20-275A),
October 20, 2020.

%4 Jack Evans, “Wondering Where China’s Cyber Effort Will Go Next? Just Read the Five-Year Plan”, The
Strategist (ASPI), March 31, 2026.

5 Mandiant, op. cit.
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targeted global telecommunications providers, including campaigns seeking
5G-related technical information.?

e 14th FYP (2021-2025) & Made in China 2025: elevated semiconductors, new-
energy vehicles, biotech, and advanced materials; CrowdStrike observed rising
operational tempo as trade friction intensified.”” #8

e 15th FYP (2026-2030): priorities include semiconductors, Al, industrial
software, advanced materials, and high-end manufacturing, with AM implicitly
included and likely to influence future targeting.”

Governments and vendors increasingly use these industrial-policy documents as
a predictive input for threat modeling rather than waiting for intrusions to surface.°

6.1. AM and its Supply Chain as Emerging Targets

The scale of the technology-transfer risk extends beyond conventional cyber espionage.
U.S. assessments have estimated annual losses from IP theft at $225-600 billion, with
China responsible for an estimated 50-80 percent.’®® Documented cases have involved
proprietary source code, engineering drawings, material specifications, manufacturing
know-how, and sensitive blueprints for advanced military technologies.02103 104 |n digitally
enabled manufacturing, access to such assets can substantially shorten the path from
R&D to replication.

AM makes this risk particularly acute because valuable IP increasingly resides within
connected printers, slicers, and cloud infrastructure. Bambu Lab’s own security
documentation acknowledges that its cloud services may process design models, printing
parameters, usage records, and other potentially sensitive information.'®> The company
has also introduced tighter authorization controls over printing, remote functions, and

76 Jack Evans, op. cit.

7. CSO Online, “China’s Next Five-Year Plan Offers Preview of Cybersecurity Targets” (citing CrowdStrike’s Adam
Meyers), April 2, 2019.

8 Quolntelligence, “China’s Five-Year Plan: A Pursuit for GDP Growth and Technological Self-Sufficiency”, March
17,2021.

%9 Jack Evans, op. cit.

100 SecAlliance, “China’s Five-Year Plan and Its Implications for the Cyber Threat Landscape”, October 27, 2021.
101 .S.-China Economic and Security Review Commission, “2022 Annual Report to Congress”, November 2022.

102 J S. Department of Justice, “Chinese National Pleads Guilty to Economic Espionage and Theft of a Trade
Secret From U.S. Company”, May 19, 2017.

103 U.S. Department of Justice, “Former GE Engineer and Chinese Businessman Charged with Economic
Espionage and Theft of GE’s Trade Secrets”, April 23, 2019.

104 U.S. Department of Justice, “Engineer Pleads Guilty to Stealing for Chinese Government’s Benefit Trade Secret
Technology Designed for Missile Launch and Detection”, July 21, 2025.

105 Bambu Lab, “Security White Paper”, September 2025.

19|


https://www.csoonline.com/article/567083/chinese-hacking-groups-to-ramp-up-cyber-attacks-on-some-industries-experts-say.html
https://quointelligence.eu/2021/03/chinas-five-year-plan/
https://www.secalliance.com/blog/secalliance-reports-on-chinas-five-year-plan-and-its-implications-for-the-cyber-threat-landscape
https://www.uscc.gov/sites/default/files/2022-11/2022_Annual_Report_to_Congress.pdf
https://www.justice.gov/usao-sdny/pr/chinese-national-pleads-guilty-economic-espionage-and-theft-trade-secret-us-company
https://www.justice.gov/usao-sdny/pr/chinese-national-pleads-guilty-economic-espionage-and-theft-trade-secret-us-company
https://www.justice.gov/archives/opa/pr/former-ge-engineer-and-chinese-businessman-charged-economic-espionage-and-theft-ge-s-trade
https://www.justice.gov/archives/opa/pr/former-ge-engineer-and-chinese-businessman-charged-economic-espionage-and-theft-ge-s-trade
https://www.justice.gov/opa/pr/engineer-pleads-guilty-stealing-chinese-governments-benefit-trade-secret-technology-designed
https://www.justice.gov/opa/pr/engineer-pleads-guilty-stealing-chinese-governments-benefit-trade-secret-technology-designed
https://cdn1.bambulab.com/trust-center/file/bambulab-security-whitepaper-en.pdf

cRs | SINOPSIS

/

third-party software access, illustrating the degree of control increasingly embedded in
the software layer.10¢

Recent disclosures show that vendor software and authentication can themselves create
security exposure. In 2025, a vulnerability in Bambu Studio that could allow malicious
code to run on a user’s computer was fixed roughly a year after it was first reported to
the vendor.?” Bambu Connect’s embedded authentication certificate and private key
were also extracted, creating a potential route for unauthorized commands to be
accepted by printers.1%8 A separate vulnerability in the Creality Cloud Android application
could allow a malicious app to interfere with the login process and potentially obtain user
credentials.1?

These developments have generated broader concern within the AM and open-source
communities over cloud dependence, vendor control, and the ability to independently
audit software handling sensitive manufacturing data. In 2026, Software Freedom
Conservancy concluded that Bambu Studio did not provide complete corresponding
source code for its networking component.'’® Broader discussion across the AM
community has also raised concerns about the growing dependence on vendor-controlled
software, authentication systems, and cloud infrastructure.!* Patent litigation involving
Bambu Lab further underscores the growing commercial stakes around proprietary AM
technologies, although such disputes do not themselves establish IP theft.112

These issues are particularly relevant in aerospace, defense, and automotive supply
chains, which recur throughout China’s industrial priorities and increasingly depend on
digitally connected manufacturing systems. Reliance on digital design files (CAD/STL) and
networked printers creates cyber-physical exposures that are distinct from conventional
manufacturing and represent a concern formally recognized by standards bodies such as
the America Makes/ANSI AM Standardization Collaborative.!?
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107 Gianluca Palma, “CVE-2025-57521: Arbitrary Code Execution Vulnerability in Bambu Studio”, GitHub, June
26, 2025.

108 Maya Posch, “Bambu Connect’s Authentication X.509 Certificate And Private Key Extracted”, Hackaday,
January 19, 2025.

107 National Vulnerability Database, “CVE-2025-10716", September 19, 2025.

110 Software Freedom Conservancy, “Comprehensive Response to Bambu’s AGPLv3 Violations”, May 18, 2026.
111 Ars Technica, “Bambu Lab Pushes a ‘Control System’ for 3D Printers, and Boy, Did It Not Go Well”, January
21, 2025.

12 Stratasys, Inc. v. Shenzhen Tuozhu Technology Co. Ltd. et al., U.S. District Court for the Eastern District of
Texas, “Case No. 2:24-cv-00644", filed August 8, 2024.

113 Metal AM, “Cybersecurity in Additive Manufacturing: Securing the Industry’s Future”, 2023.
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Connected AM equipment should therefore be treated not only as manufacturing
machinery but also as networked computing infrastructure. Modern desktop printers can
combine vendor-cloud access, remote command functions, cameras and other sensors
with direct connectivity to engineering networks. The resulting exposure extends beyond
theft of design files to remote manipulation of print jobs, cyber-physical sabotage, and
use of the printer as a foothold for wider network compromise.

AM technologies are specifically vulnerable to following:

e Design-file theft: weakly protected CAD/STL files enable illicit replication of
proprietary parts; research has demonstrated exfiltration via acoustic and optical
side-channel emissions from printers.1

e Digital-thread exposure: the data trail spanning design, scanning, and production
can reveal process and material specifications of high intelligence value.5

e File tampering and sabotage: undetected manipulation of fill patterns or build
parameters can introduce latent defects in safety-critical parts.1t¢

e In one experiment, researchers altered a 3D-printed drone propeller so that it
appeared visually intact but failed during flight.*?

e Service-bureau!!® exposure: outsourced printing expands the attack surface to
third-party vendors with weaker security, mirroring the China-nexus preference
for supply-chain compromise.*?

This maps directly onto observed China-nexus interest in the defense industrial base,
where Google Threat Intelligence Group (GTIG) reports persistent targeting of “force-
multiplying” entities such as managed service providers and supply-chain nodes,2°
a category that already includes AM service bureaus and is likely to grow as AM adoption
deepens.12
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Channel Attacks”, February, 2026.
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Understanding Cyber-Physical Vulnerabilities”, 2024.
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businesses on demand.

119 Mahender Kumar, Gregory Epiphaniou, and Carsten Maple, “Comprehensive Threat Analysis in Additive
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Engineering, May 9, 2024.

120 Google Cloud Blog (Google Threat Intelligence Group), “Threats to the Defense Industrial Base”, February 10,
2026.

121 Industrial Cyber, “Google Flags Sustained Cyber Pressure on Defense Industrial Base from Russia, China-
Linked Actors”, February 11, 2026.
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6.2. China-Nexus Targeting of the Technology Sector

China-nexus groups sustain a high tempo of intrusions against the technology sector —
software vendors, Software-as-a-Service (SaaS) providers, semiconductor firms, and even
security vendors — both for IP value and as a stepping-stone into downstream customers.
This threat model is directly relevant to AM, where software platforms, cloud services,
machine-control systems, and digital manufacturing files create similar opportunities for
IP theft and supply-chain compromise.

e SaaS/IT-supply-chain compromise: Google reported actors breaching technology
and Saa$S firms with the BRICKSTORM backdoor before pivoting into customer
networks, comparable to Russia's SolarWinds campaign.!22

e Cloud/virtualization targeting: CrowdStrike's Warp Panda cluster has focused on
VMware vCenter and Azure, harvesting credentials and replaying session tokens
to reach Microsoft 365 data.'??

e Trusted-relationship abuse: Murky Panda / Silk Typhoon exploits trust between
SaaS providers and downstream tenants, alongside rapid n-day/zero-day
weaponization.'

e Security-vendor targeting: a China-nexus cluster reconnoitered SentinelOne's
infrastructure and compromised a logistics provider servicing the company.12512¢

e Semiconductor-specific operations: three China-aligned clusters ran parallel 2025
campaigns against Taiwanese semiconductor and supply-chain firms using fake
job-applicant lures.'?”

Major incidents in 2024-2025 point to a growing pattern of stealthy cyber-espionage
targeting technology manufacturers and their supply chains. China-aligned actors
targeted Taiwan’s semiconductor sector through fake job applications and phishing,
putting sensitive technical and commercial information at risk.'2¢ Other campaigns, such
as PurpleHaze, exploited vulnerable internet-facing gateways to gain and maintain access
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Dive, September 24, 2025.
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Espionage”, The Hacker News, August 22, 2025.
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Espionage Group”, The Hacker News, June 9, 2025.

126 Aleksandar Milenkoski and Tom Hegel, “Follow the Smoke: China-nexus Threat Actors Hammer At the Doors
of Top Tier Targets”, SentinelLABS, June 9, 2025.

127 Ravie Lakshmanan, “Chinese Hackers Target Taiwan’s Semiconductor Sector with Cobalt Strike, Custom
Backdoors”, The Hacker News, July 17, 2025

128 Proofpoint, “Phish and Chips: China-Aligned Espionage Actors Ramp Up Taiwan Semiconductor Industry

Targeting”, July 16, 2025.
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inside manufacturers and technology providers.’?? BRICKSTORM followed a similar
pattern, using long-lived backdoors on poorly monitored devices and raising the risk that
one compromised provider could expose customers further down the supply chain.3°

Two broader themes recur across these incidents: a preference for compromising supply-
chain and managed-service providers rather than attacking hardened targets directly, and
the use of the technology sector both as an end target and as a pathway into downstream
victims.

6.3. Regulatory Weaponisation of Vulnerability Disclosure

More broadly, even nominally private technology firmsin the PRC, including those in AM,
operate under a legislative framework requiring cooperation with the Party-state. This is
particularly relevant given AM'’s dependence on sensitive CAD files, machine telemetry,
process parameters, materials data, and customer information. The National Intelligence
Law of the PRC (2017, amended 2018), Article 7, requires all organizations and citizens
to "support, assist, and cooperate with national intelligence efforts,"3* while the
Cybersecurity Law (2016) obliges network operators to provide technical support and
assistance to public and state security organs (Art. 28).132 The Data Security Law (2021)
mandates cooperation when authorities lawfully seek data for national security or
criminal investigation purposes.’® In parallel, the revised Company Law of the PRC
requires Communist Party organizations to be established in companies and obliges firms
to provide necessary conditions for their activities (Art. 18 & 19).134

This legal co-optation extends beyond mere data access to the active capture of software
security research for state offensive capabilities. Under the Regulations on the
Management of Network Product Security Vulnerabilities (RMSV), companies in China
must report software vulnerabilities to the MIIT within 48 hours.135 3¢ These rules prohibit
public disclosure before a patch is issued and restrict sharing information with overseas

129 SentinelOne, “Top Tier Target: What It Takes to Defend a Cybersecurity Company from Today’s Adversaries”

April 28, 2025.

130 Google Threat Intelligence Group and Mandiant, “Another BRICKSTORM: Stealthy Backdoor Enabling
Espionage into Tech and Legal Sectors”, September 24, 2025.

131 China Law Translate, “PRC National Intelligence Law (as amended in 2018)”, June 27, 2017.

132 China Law Translate, “2016 Cybersecurity Law”, November 7, 2016.

133 China Law Translate, “Data Security Law of the PRC,” June 10, 2021.

134 | exis China, “Company Law of the People’s Republic of China (Revised in 2023)”, December 29, 2023.

135 CAC, “ T AE B4 B R EBM(E BIPAE AT B R P28 77 22 4 e B EEL R E @ A1, July 13,
2021.

136 The Record, “Chinese government lays out new vulnerability disclosure rules”, July 14, 2021.

23|


https://www.sentinelone.com/labs/top-tier-target-what-it-takes-to-defend-a-cybersecurity-company-from-todays-adversaries/
https://cloud.google.com/blog/topics/threat-intelligence/brickstorm-espionage-campaign
https://cloud.google.com/blog/topics/threat-intelligence/brickstorm-espionage-campaign
https://www.chinalawtranslate.com/en/national-intelligence-law-of-the-p-r-c-2017/
https://www.chinalawtranslate.com/en/2016-cybersecurity-law/
https://www.chinalawtranslate.com/en/datasecuritylaw/
https://www.lexiscn.com/law/law-english-1-5073561-T.html
https://www.cac.gov.cn/2021-07/13/c_1627761607640342.htm
https://therecord.media/chinese-government-lays-out-new-vulnerability-disclosure-rules

cRs | SINOPSIS

/

entities. The MIIT channels this data to the Ministry of Public Security (MPS) and the
National Computer Network Emergency Response Technical Team (CNCERT/CC).
Furthermore, the Ministry of State Security (MSS) operates China’s national vulnerability
database (CNNVD) through the Information Technology Security Evaluation Center
(CNITSEC), also known as the MSS’s 13th Bureau, requiring participating private-sector
companies to provide annual quotas of critical vulnerabilities and, depending on their tier,
detailed exploit code.®?”

By centralizing vulnerability collection and barring participation in global hacking
competitions,’®® the Party-state treats these discoveries as a "strategic resource,"
effectively forcing the private sector to stock a state-run arsenal of zero-day exploits.
Public vulnerability databases may therefore be subject to delay or manipulation: for
instance, reported industrial control system (ICS) vulnerabilities in China's voluntary
database (CNVD) plummeted following the RMSV's implementation.??” The MSS routinely
delays high-threat listings, often backdating entries to conceal windows where state-
sponsored hackers exploited flaws before patches were released. Thus, a relatively low
volume of reported vulnerabilities in Chinese-origin hardware and software is not
a reliable indicator of security, but rather a reflection of state hoarding of exploitable
vulnerabilities.1#°

These concerns are increasingly translating into procurement and risk-management
measures abroad. Under the U.S. FY2026 NDAA, the Department of Defense will be
prohibited from December 2026 from procuring covered AM equipment from companies
based in, or subject to unmitigated control or influence from, China and several other
covered countries.”*! In the Czech Republic, NUKIB warned in September 2025 that
transferring system or user data to China, or allowing technical assets to be remotely
administered from there, can constitute a cybersecurity threat.’2 The Confederation of
Industry subsequently applied this concern specifically to cloud-connected 3D printers,
recommending scrutiny of printer origin and data flows, limits on unnecessary outbound
data, and regular monitoring of network communications.'#?
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December 18, 2025.
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7. Policy Recommendations
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Classify additive manufacturing systems as sensitive technology: Apply targeted
export controls and procurement safeguards where systems rely on cloud
connectivity, extensive sensor integration, remote administration, or vendor-
controlled authorization mechanisms that can create operational and data-
security risks in critical applications.

Raise awareness of technology-transfer risks and protect critical AM data and IP:
Treat design files, process parameters, materials recipes, machine telemetry, and
production data as sensitive industrial assets, with stronger access controls, clear
restrictions on vendor or third-party access, and targeted awareness for
employees and partners.

Require secure operational protocols: Mandate air-gapped or local-network-only
deployments, disabled cloud functionality, controlled software updates, and strict
firmware management for government, defense-related, research, and other high-
sensitivity industrial environments to reduce outage, remote-access, and
authorization vulnerabilities.

Promote diversification and independent audits: Encourage organizations to
avoid single-vendor dependence and conduct third-party cybersecurity, binary,
licensing, and data-flow reviews of AM software, firmware, and connected
hardware, while maintaining interoperable or open-source workflows where
feasible to reduce security risks, IP exposure, and ecosystem lock-in.

Strengthen screening of investments and technology transfers: Apply rigorous
review to acquisitions, joint ventures, research partnerships, and supplier
relationships involving firms closely connected to foreign industrial-policy
programs, state-backed financing, or advanced-manufacturing clusters.

Coordinate technology-security measures with allies: Share information on
sensitive AM technologies, high-risk transactions, research links, and transfer
intermediaries to reduce the risk that controls in one jurisdiction simply redirect
acquisition activity to another.

Invest in competitive open innovation ecosystems: Support domestic and allied
R&D, technical education, and workforce expertise in industrial software,
materials, secure digital workflows, and transparent hardware architectures to
reduce strategic dependence and preserve critical AM know-how.
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